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Course Aims

The aim of the course is to introduce students to the foundations and principles of computing and networking with emphasis on computer and network technologies, architectures, standards, and protocols. The course also aims to give hands on skills in repairing, maintaining, troubleshooting, upgrading, and supporting Personal Computers, Local Area Networks and Wide Area Networks.

Course Outcomes

At the end of the course students should be able to:

Knowledge and Understanding

· Explain the development and applications of computers

· Describe the components of a computer network 

· Describe the elements of a computer system

· Describe the computer network typologies and applications used

Skills

· Use basic computer applications

· Use computers for problem solving

· Troubleshoot simple network problems

· Use basic computer security standards and technologies

Attitude

· Develop an appreciation of the importance of computing and network resources in AICM 

· Develop sound understanding of the functions of computers and networks 

Course Description

Basic  operation  of  computers;  Development  of  computers;  Data  representation  in  computers; Computer  hardware  and  software;  Problem  solving  in  computers;  Overview  of  computer languages;  Computer  systems  personnel,  current  topics  in  computer  science;  Concepts  and architecture of computer information systems; Integrated information systems across a range of functional  elements  of  organizations;  Fundamentals  of  data  communication  and  networks; Network types and technologies; Data and voice communication; Network protocols and standards, including OSI model; Inter-networking/Internet; Practical aspects of operating systems.

Course Outline

1. Development  of  computers; Basic  operation  of  computers;  ;  

2. Computer hardware and software; Data representation in computers; Practical aspects of operating systems. Problem  solving  in  computers;  Overview  of  computer languages;  

3. Fundamentals  of  data  communication  and  networks; Network types and technologies; Data and voice communication; Network protocols and standards, including OSI model; Inter-networking/Internet; 

4. Concepts  and architecture of computer information systems; Integrated information systems across a range of functional  elements  of  organizations, Computer  systems  personnel;  

5. Computer Security Standards and Technologies

6. Current  topics  in  computer  science and Information Communication Technology;  

Topic 1.   History and Development of Computers

Learning Objectives

By the end of this topic you should be able to:

· Explain the development of computers.

· Distinguish between different types of computers.

· List examples of computer applications.

Key Terms: Computer, Computer Generations, Integrated Circuit, Computer application.

Introduction

The aim of the course is to introduce AICM students to the foundations and principles of computing and networking with emphasis on computer and network technologies, architectures, standards, and protocols. The course also aims at giving hands on skills in repairing, maintaining, troubleshooting, upgrading, and supporting PCs, LANs and WANs. As an emerging AICM professional you are expected to champion the integration of ICT for the improvement of the agricultural industry – specifically how agricultural information, knowledge and communication are managed using ICT. There are huge opportunities of harnessing ICT opportunities but there are limited agricultural professionals to champion these initiatives. 

Major milestones in the development and applications of computers can be traced back to the 1930’s. The most striking impact has been the change from huge computers that could fill a computer room to miniature hand held computers that can be put in one’s pocket. Computer technology is now widely used by educational institutions, business organisations, rural farmers, and health institutions just to mention a few. 

Looking Ahead: The Future for ICT and African Agriculture

The United States Agency for International Development (USAID)’s project on Fostering Agriculture Competitiveness Employing Information Communication Technologies (FACET) offers on-demand field support to help USAID missions with the challenges of using ICT interventions in agricultural development. 

In a briefing paper entitled “African Agriculture and ICT: An Overview” written by Judy Payne of USAID and Steve McCarthy of ACDI/VOCA, they advise that the following are the most important areas for ICT interventions in African Agriculture:

• Using ICT to facilitate access to market information distribution and supply chain management and traceability

·  Enhancing financial services through mobile payments and mobile banking

• Supporting the farm extension services, access to sector experience, research, and other resource information

• Facilitating commodity exchanges through mechanisms such as warehouse receipt systems

For the full briefing paper, giving examples of ICT implementation in African Agriculture please access it from http://microlinks.kdid.org/
1.1 The History of Computers

Learning Activity 1

· Please visit this link: http://inventors.about.com/library/blcoindex.htm 

· Read about the evolution of computers from 1936 to 1985

· What is the Integrated Circuit and why was it important in the evolution of computing technology?

1.2 Application of Computers 

Learning Activity 2

· For the following areas identify the practical examples of computer applications

	Area
	Examples of Practical Applications

	Business
	

	Engineering
	

	Government
	

	Hospital
	

	At Home
	

	Manufacturing
	

	Agriculture
	

	Education
	


· For the agriculture industry (focusing on rural farmers), identify how computers can be applied to improve communication, collaboration, information management and decision making

You will be given one week to do this work, after which you will be required to submit to your facilitator via the learning management system or to present in class (depending on the specific instructions that you will be given)
Summary 

In this topic you have covered basic concepts on the development of computers, the different types of computers and the practical examples of computer applications. You are now in a position to proceed and learn about computer hardware, computer software, data representation in computers and practical aspects of operating systems. You will gain more practical knowledge through identifying self taught tutorials to teach yourself more on the practical skills required to use computer applications.   

Further Reading Materials and Useful Links

http://inventors.about.com/library/blcoindex.htm
http://microlinks.kdid.org/
Topic 2. Basic Computer Operation and Applications

Learning Objectives

By the end of this topic you should be able to:

· Explain the basic elements of a computer and how these elements of a computer link together

· Describe the different forms of memory organization 

· Describe the basics of logic and data representation in computers

· Demonstrate skills for the use of the Microsoft Windows  operating system  and Microsoft Office Applications 

Key Terms: Hardware, Software, data representation, operating systems, MS word, MS Excel, MS 

                      PowerPoint and MS Database.
Introduction

If you use a desktop computer, you might already know that there isn't any single part called the "computer." It is a complex device that is made out of different parts and components. It is really a system of many parts working together. The components of a computer can be classified as hardware and software. The physical parts, which you can see and touch, are collectively called hardware. Software, on the other hand, refers to the instructions, or programs, that tell the hardware what to do. 

2.1
The Elements of a Computer System

In this subtopic we will be discussing about the basic components of the computer system. A computer system normally has four elements which include hardware, software, data and users.  It would be very hard, if not impossible, to operate the computer if one of these were missing. Our discussion will focus on:

I. Overview of the components of a computer system

II. Computer Software – applications and operating systems

III. Data Representation in computers

IV. Overview of computer languages

Learning Activity 3

Please download the PowerPoint document with the file name ¨Elements of a Computer¨ and go through all the PowerPoint Presentations. 

2.2
Using Basic Computer Applications 
The Windows Operating System and the Microsoft Applications are some of the most common systems and applications that are found on most computers. However there are other computer applications and operating systems that are non-Microsoft products. Examples of operating systems and applications include:

I. Operating Systems: Windows, Linux, Unix, Novell, Mac

II. Word Processing Applications: Microsoft Word, Word Pad, Open Word

III. Spreadsheets: Microsoft Excel, Open Excel

IV. Presentation Applications: Microsoft Power Point, Open Power Point

V. Database Applications: Microsoft Database, Open Database

VI. Internet Applications: Internet Explorer, Mozilla Firefox, Google Chrome

VII. Email Applications: Microsoft Outlook, Yahoo, Hotmail, 
An operating system, or OS, is a software program that enables the computer hardware to communicate with the computer software. Without a computer operating system, a computer would be useless. Different types of operating systems are used for different types of tasks .The kind of computer on which the operating system is required to give a service also matters. 

A computer application is software that enables the user to perform certain tasks. For example a user can use an application to do the following: compute an arithmetical problem, to organise written reports, to retrieve and send mails, to access the internet, to store data and records, to prepare presentations, to play games and entertain oneself.

Learning Activity 4

The Windows Operating System is one of the most common systems found on most computers. Please visit this link to retrieve tutorials on the windows operating system: http://www.homeandlearn.co.uk/index.html
I. Click first on Beginners Computing Tutorials and then choose either Windows XP or Windows 7(and Vista) Tutorials. Go through all the tutorials from 1-14 [Where you begin will depend on your level of computer literacy].

Learning Activity 5

The Microsoft Applications are one of the most common applications that are found on most computers. Please visit this link to retrieve tutorials on Microsoft Word, Microsoft Excel and Microsoft Power Point: http://www.homeandlearn.co.uk/index.html
I. Choose Word 2007 to Word 2010 Course. Go through the following sections of the tutorial [Where you begin will depend on your level of Ms Word literacy]:

a. Section One - Get Started with Microsoft Word 

b. Section Two - Document Formatting

c. Section Three - Copy and Paste

d. Section Four - Clip Art

e. Section Five - Multi-Page Documents

f. Section Six - How to Create a Booklet

g. Section Seven - Word Shapes

h. Section Eight - Letterheads and Templates

i. Section Nine - Mail Merge

j. Section Ten - Microsoft Word Tables

k. Section Eleven - Document Collaboration

l. Section Twelve - Word Options

II. Choose Excel 2007 to Excel 2010 Course. Go through the following sections of the tutorial [Where you begin will depend on your level of Excel literacy]:

a. Section One - Make a Start with Excel

b. Section Two - A more complex spreadsheet

c. Section Three - Excel 2007/2010 Charts

d. Section Four - Formulas in Excel 2007/2010

e. Section Five - Functions in Excel 2007/2010

f. Section Six - Conditional Logic in Excel

g. Section Seven - Processing Data in Excel

h. Section Eight - Advanced Excel 2007/2010

III. Choose Microsoft PowerPoint Tutorials. Go through the following parts of the tutorial [Where you begin will depend on your level of Power Point literacy]:

a. PowerPoint Presentation Number One

b. PowerPoint Presentation Number Two

c. PowerPoint Presentation Number Three

d. Design Templates

e. Action Buttons

f. Extras

You will be given three weeks to do this work, afterwhich you will be required to submit to your facilitator via the learning management system or to present in class (depending on the specific instructions that you will be given)
Summary 

In this topic you have been taught about the components of a computer system, Computer Software and Hardware and how data is represented in computers. Operating Systems with special emphasis on Microsoft Windows environment, Word Processing Applications, Spreadsheets and Presentation Applications were also the other focus of this topic. You are encouraged to take professional certification exams if you wish to be certified in the use of Microsoft Applications or if you wish to be proficient in computer hardware maintenance and repairs:

Link to Microsoft Certification Courses 
http://www.microsoft.com/learning/en/us/certification/mos.aspx
Link to A+ Technician Certification Courses 

http://certification.comptia.org/getCertified/certifications/a.aspx
Further Reading Materials

· Brookshear, J. G. (1997), Computer Science: An Overview, Fifth Edition, Addison-Wesley, Reading, MA.

· Nutt, G. (1997), Operating Systems: A Modern Perspective, First Edition, Addison-Wesley, Reading, MA

Useful Links

http://www.homeandlearn.co.uk/index.html
Topic 3. Computer Networking and Data Communication

Learning Objectives

By the end of this topic you should be able to:

· Explain the different computer network  topologies

· Explain network protocols and standards

· Set up your own network at home or in your work place.

· Troubleshoot simple network problems

· Describe commonly used communication devices

· Explain the need for internetworking

Key Terms: Network, LAN, WAN, Network topology, Network architecture, TCP/IP, Data, Inter- 

                     networking (Internet)
Introduction

A computer Network is a system in which a number of independent computers are linked together to share data and peripherals, such as files and printers. In the modern world, computer networks have become almost indispensable. All major businesses and governmental and educational institutions make use of computer networks to such an extent that it is now difficult to imagine a world without them.

3.1
Computer Networks

Computer networks exist on various scales, from links between two computers in one room to connecting computers in a building or campus to national and global networks. Various media are used to carry the communications signals: copper wire, ﬁbre-optic cables and wireless or radio transmissions etc. Similarly, the network connecting an organization’s computers might be owned and managed by the organization itself (typically in small-scale networks linking machines in a room or building) or capacity can be rented from a ﬁrm providing telecommunications services (typically in wider area networks).

3.1.1 Components of a computer network

A computer network is composed of:

· Hosts (PCs, laptops, handhelds)

· Routers & switches (IP router, Ethernet switch)

· Links (wired, wireless)

· Protocols (IP, TCP, CSMA/CD, CSMA/CA)

· Applications (network services)

· Humans and service agents

3.1.2 Network Types


LOCAL AREA NETWORK (LAN)

A network connecting computers within a small geographical location, say a building or a campus.

 WIDE AREA NETWORK (WAN) 

A network connecting computers over a wide geographical area, typically across towns, cities and across international boundaries.

CLIENT/SERVER

Client/server describes the relationship between two computer programs in which one program, the client, makes a service request from another program, the server, which fulfils the request. Although programs within a single computer can use the client/server idea, it is a more important idea in a network. In a network, the client/server model provides a convenient way to interconnect programs that are distributed efficiently across different locations. Computer transactions using the client/server model are very common. For example, to check your bank account from your computer, a client program in your computer forwards your request to a server program at the bank. That program may in turn forward the request to its own client program that sends a request to a database server at another bank computer to retrieve your account balance. The balance is returned back to the bank data client, which in turn serves it back to the client in your personal computer, which displays the information for you. The client/server model has become one of the central ideas of network computing.

3.2 Network Protocols and Standards 
Learning Activity 6
Subtopic s 4.1 and 4.2 are based on the resource available in the file named ¨Computer Network Basic¨. Please retrieve this file and go through all the presentation slides. 
3.3 Data and Voice Communication
Computer communications describes a process in which two or more computers or devices transfer data, instructions, and information. Data is a raw material from which useful information is derived. It is an objective measurement of attributes of entities. It can be numeric, text, voice and images. The terms data and information are often interchanged. Data converted into useful and meaningful form is information. Here in this subtopic we are going to see how data is communicated between local computers and how data is transferred from a local data terminal to distant computers.

Learning Activity 7
This subtopic is based on the presentations on the file named ¨Data Communication¨. Read all the presentation slides.

3.4 Inter-networking/Internet
Internetworking is the practice of connecting a computer network with other networks through the use of gateways that provide a common method of routing information packets between the networks. The resulting system of interconnected networks is called an internetwork, or simply an internet. It was started as a way to connect disparate types of networking technology, but it became widespread through the developing need to connect two or more local area networks via some sort of wide area network. 

Learning Activity 8
Please read the PDF documents with the file name Internetworking Basics and the PowerPoint presentation with the file name The Internet. 

Learning Activity 9
*** Set up your own network at home or in your work place.
*** Troubleshoot simple network problems

Summary 

In this topic you have covered the concept on computer networking and data communication and have been taught about the need to networking, types of networking, Network topologies, network protocols, data communications and the devices needed for data and communication. Internetworking was also discussed as part of this topic. Now you can proceed to the next topic which will focus on computer security standards and technologies. You are also encouraged to read further in computer networking to gain more insight into the subject matter.

Further Reading Materials

· Forouzan, B.A (2007).  Data Communications and Networking, 4edition, McGraw-Hill Higher Education, Newyork, USA.

· Hunt, C. (2002). TCP/IP Network Administration [5].

· Irving, P.J. (2003). Computer Networks [3],

· Kurose, J.F.  And Ross, K.W. (2010). Computer Networking, a Top-Down Approach, Fifth Edition, Pearson.

· Stevens, R.W. (1994). TCP/IP Illustrated Volume 1 [4],

· Tanenbaum, A.S. (2003). Computer Networks [2],

Useful Links

http://www.cs.purdue.edu/homes/park/cs536-intro-1.pdf 
Topic 4. Computer Information Systems  

Learning Objectives

· Discuss major information systems concepts such as architecture and infrastructure.
· Describe the hierarchical structure of organizations and the corresponding information systems.
· Define various information systems and their evolution, and categorize specific systems.
· Describe the support provided to different types of employees in an organization.
· Describe how information resources are managed.
Key Terms: Information systems, Information Infrastructure, Information Architecture, 

                     Centralized Information Architecture, Decentralized Information Architecture
Introduction

Solving strategic organizational problems by designing computer-based information systems can be an exciting and rewarding career. Information systems are implemented within an organization for the purpose of improving the effectiveness and efficiency of that organization. Capabilities of the information system and characteristics of the organization, its work systems, its people, and its development and implementation methodologies together determine the extent to which that purpose is achieved.
4.1 Concepts and Architecture of Computer Information Systems; 

Information architecture is the term used to describe the structure of a system, i.e. the way information is grouped, the navigation methods and terminology used within the system. An effective information architecture enables people to step logically through a system confident they are getting closer to the information they require. Most people only notice information architecture when it is poor and stops them from finding the information they require. Information architecture is most commonly associated with websites and intranets, but it can be used in the context of any information structures or computer systems.

4.2
 Integrated Information Systems across a range of functional elements of  

               Organizations; 

The development of accurate information systems that satisfy present day requirement is a complex process with a lot of problems. Many approaches in Information systems design and analysis has been proposed. Integrated information systems is one of the most accepted approaches to deal with such problems. Integrated information systems (IISs) are defined to be those computer based systems for information processing that semi-automatically organize the contents being displayed on interactive screens; provide navigation  through that organization as well as contents; determine appropriate verbal, typographic, graphic, and sonic formats; and display them in an interactive system that allows users to adjust what they see, hear, or touch. Such systems typically may comprise computers, software (applications and operating systems), databases, and telecommunication networks. 

Learning Activity 10
The two subtopics in this part of the course are based on the resources available on the PowerPoint presentation with file name ¨ Computer Information Systems¨. Please go through all slides and try to grasp the ideas in computer based information systems.

Summary 

In this topic you have covered the concepts and architecture of computer based information systems and Integrated Information Systems across a range of functional elements of organizations.  You have been also taught about the different types of information architecture, Organizations Structure and Information technology support and Computer systems personnel. 
Further Reading Materials

· Belle, J.P. (2003).  Discovering Information Systems an Exploratory Approach, University of Capet Town, South African Universities Press.

· Pearlson, K. E.  and Saunders, C. S. (2010).  Managing and Using Information Systems: A Strategic Approach, John Wiley &Sons, Inc.

Useful Links

http://www.bpm-agu.com/downloads/Summary_ARIS.pdf
http://www.amanda.com/joomla_uploads/whitepapers/AM+A.IISID.WhitePaper.LM.11.pdf
Topic 5. Computer Security Standards and Technologies

Learning Objectives

By the end of this topic you should be able to:
· Explain emerging Information Security Issues

· Recommend Anti-Virus Measures

· Explain copyright and law issues as they relate to computers, software and networks 

· Describe the Data Protection Legislation

· Explain Computer Security Management Roles

Key Terms: Information Security, Data Privacy, Computer Viruses, Anti-viruses, Software Piracy, Security Policy 
Introduction

Security is one of the biggest concerns that affect the world today. Not only is security in the actual world a matter of concern but security in the context of the electronic format and the information stored therein has become a matter of immense concern. While computer systems today have some of the best security systems ever, they are more vulnerable than ever before. This vulnerability stems from the world-wide access to computer systems via the Internet. Computer and network security comes in many forms, including encryption algorithms, access to facilities, digital signatures, and using fingerprints and face scans as passwords.
As the world is moving towards the information society, it is natural to expect an increase in the emphasis on security. Security of information and networks are both of tremendous significance. Their significance has further been enhanced due to the onset of Cyber Crimes in a big way. Security brings along with it various aspects and issues concerning its legalities.
5.1
Confidentiality and Privacy Issues

5.1.1 Information Security

Information Security has become important with the emergence of knowledge societies. On one side there are organizations which are holders of information concerning the subjects of that information. The subjects of the information are concerned about the security of that information and that it is not abused. The holders of that information have similar concerns and the non-availability or corruption of that information is critical to the operations of those organizations. 

Information Security Managers are employed in organizations to deploy Information Security Policies. These policies articulate how sensitive data is handled, the procedure for reporting known or suspected security violations, awareness of staff members' responsibilities pertaining to information security.

An organisation that plans for the security of its information will not be 'caught napping' in the event of a disaster - either natural or sabotage.

It involves protecting the equipment that keeps the information/data from unauthorized access and protecting the equipment against environmental hazards such as floods and fires. The ways of securing data include:-

· Backing-up files on removable external disks periodically so that if the computer crushes you have something to restore from.

· Keeping backup copies of files in a different location and making about 3 generations of backup.

· Saving work frequently

· Avoiding viruses.

· Restricting access to the computer room. Access could be only through codes, voice recognition etc.

· Installing fire alarms

· Lining computer rooms with fire resistant material

· Placing the computer room in upper floors of a building to avoid buglers. 

· Having a security guard overnight

Laptops, PDA's and mobile phones are very convenient. However when they get stolen or misplaced it can be traumatic because:

· Possible misuse of confidential information.

· Complete loss of files if they are not backed up.

· Loss of contact details if not backed up.

· Misuse and loss of important telephone numbers.

5.1.2 DATA

Data is an intangible item in a computer system. It is therefore software but it refers to information that is built into the computer system by the organisation. Examples include employee names, pay rates, account numbers etc. Documents that are also created using application packages form part of data e.g. Letters we type. Data is therefore not built in by programmers, but by users. Such data is held in files. Files are organized into folders/ directories and both (files and their folders) are given meaningful names by users for easy identification. Interrelated files when collected together form a database where records are kept.

5.1.3 DATA PRIVACY

This involves the safeguarding of data from unauthorised access. It can be achieved by:-

· Use of passwords 

· Periodic changing of passwords

· Access controls/rights (which include read only access where changes are not permitted; write access- which gives the right to change contents of a file; execute access- which gives the right to execute a program, but not to read or change the program code). Access Controls can be applied to both file or to individual fields within a record.

· Use of secure software:- to keep the computer system locked when not in use.

· Secure Operating Systems will not allow you to log on if the username and password are not recognized by the server.
· Encryption:- protects data during storage and transmission by applying a formula to the data to make it unreadable.

A User ID is a string of characters that are typed at the log on prompt dialogue box to identify a particular user. E.g. ICDL30
A password is a secret code that a user enters after typing the User ID. This code gives the user permission to access the system. A user ID alone will not allow access and vice versa. The user needs both in order to log into a secure system. Many systems dictate the length of a password. Easy or predictable password are discouraged - your child's name, your birthday, your spouse's name. Research has shown that hackers find it easy to guess such passwords.

When user accounts are created, access rights are also determined. For example in the Student Registry System, only a Senior Officer would be allowed to delete records and a Data Capture Clerk would only have permission to enter but not change the data.

5.2
Computer Viruses

These are man-made harmful programs. They are man’s attempts to sabotage data and they are created merely to disturb the normal functioning of a computer system. These viruses have names and some examples include Melissa, Trojan Horse, I Love You, BadTrans, WThus gen etc.

Viruses can be spread through:

· The exchange  of infected diskettes,

· Infected E-mail attachments.

5.2.1
Anti-Virus Measures

· Do not open an e-mail attachment of unknown origin,

· Use virus scanning software to clean your disks,

· Install reputable anti-virus software on your computer, e.g. Norton’s 2000 Anti-virus, Dr Solomon’s Anti-virus, Mc Afee Virus Scan etc. Install it in such a way that it checks a diskette as it is inserted into the drive, before it is accessed. 

Limitations of anti-virus software

 Anti-virus software in upgraded in response to known or suspected virus attacks. It is not always possible to have an anti-virus for every possible virus attack. Anti-virus software is now downloadable via the Internet if one is licensed to use it. The machine is then scanned to disinfect the infected files. The supplier - on a daily basis - depending on the likely outbreaks or the known viruses upgrades anti-virus software. It is important that a computer users ensures that the anti-virus on their machine is always the current version.

5.3
Copyright and the Law
Computer data carries the same rights and responsibilities as printed works or musical compositions. The creator owns it. If you download from the internet, you may not have the right to include it in your own publications without the creator’s consent. Software is licensed. When you purchase it, you own the right to use it under specified conditions. Software Copyright aims at curbing unauthorized copies (duplication) by unscrupulous people. Do not accept copies from dubious sources. You are responsible for the legality of the software you use.

5.3.1
Software Piracy

What is software piracy? Why should I be concerned about it?

Software piracy is the unauthorized copying, reproduction, use, or manufacture of software products. On average, for every authorized copy of computer software in use, at least one unauthorized or "pirated" copy is made. In some countries, up to 99 unauthorized copies are made for every authorized copy in use. 

Software piracy harms everyone in the software community including you, the end user. How? 

· Piracy results in higher prices for duly licensed users, 

· Piracy reduces levels of support, and 

· delays in the funding and development of new products, causing the overall selection and quality of software to suffer.

Piracy harms all software publishers, regardless of their size. Software publishers spend years developing software for the public to use. A portion of every dollar spent in purchasing original software is channeled back into research and development so that better, more advanced software products can be produced. When you purchase pirated software, your money goes directly into the pockets of software pirates instead.

Software piracy also harms the local and national economies. Fewer legitimate software sales result in lost tax revenue and decreased employment. Software piracy greatly hinders the development of local software communities. If software publishers cannot sell their products in the legitimate market, they have no incentive to continue developing programs. Many software publishers simply won’t enter markets where the piracy rates are too high, because they will not be able to recover their development costs.

5.3.2
The Different Types of Software Piracy 
There are five basic forms of software piracy, and all are damaging both to the software publisher and to you, the end user. The five basic types of piracy are: 

· Softlifting. This form of piracy occurs when extra copies of a program are made within an organization for employees to use. It also includes "Disk swapping" among friends and associates.

·  Hard-Disk Loading. Some computer dealers load unauthorized copies of software onto the hard disks of the computers they offer for sale, as an incentive for an end user to purchase a computer from that particular dealer. 

· Counterfeiting. This is the illegal duplication and sale of copyrighted software, often in a form designed to make the product appear legitimate. Software counterfeiting can be very sophisticated, including significant efforts to replicate packaging, logos, and anti-counterfeiting techniques such as holograms. It can also be unsophisticated, consisting of inferior or hand-written labels, with disks folded into a plastic bag and sold on street corners. A recent trend in counterfeiting is the emergence of compilation CD-ROMs, where numerous unauthorized software publisher’s programs appear on one CD-ROM. In any form, software counterfeiting is very damaging to both the software developer and legitimate end users. 

· Online. This form of piracy occurs when copyrighted software is downloaded to users connected through a modem to an electronic bulletin board or the Internet without the express permission of the copyright owner. This should not be confused with sharing public domain software or providing “shareware.” Shareware is software that may or may not be copyrighted but is generally offered for little or no charge by the author for nearly unrestricted use, including copying or sharing with others. Microsoft distributes promotional products, free software, updates, or enhancements over bulletin boards or online services, which may or may not be licensed for use solely with licensed Microsoft products. You should check the EULA accompanying the product to determine how it can be used. 

· License Misuse. This form of piracy occurs when copyrighted software is distributed outside the restricted legitimate channels it was designed for or the product is used in ways not allowed in the license agreement. Examples of license misuse include: 

(1) Academic product misuse This form of license misuse occurs when a product that is manufactured, licensed, and specifically marked for distribution to educational institutions and students at reduced prices is diverted into normal commercial channels of distribution. Typically this product will contain a sticker indicating that it is academic product and for use only by educational institutions.

(2) Not for Resale (NFR) product misuse. Again, this form of license misuse occurs when a product that has been clearly marked "Not for Resale," and is typically distributed as a promotional or sample product and is not licensed for normal commercial distribution and use, is diverted into normal commercial channels of distribution.

(3) Original equipment manufacturer (OEM) stand-alone product. This form of license misuse occurs when OEM version software has been unbundled from its designated computer system and distributed as a separate, “stand-alone” product. Microsoft’s agreement with computer manufacturers prohibits them from distributing Microsoft products in this fashion, i.e. without accompanying computer hardware. 

Microsoft products on the retail shelf should never include a line on the front cover of the User’s Guide that states, “For Distribution Only with New Computer Hardware.”

(4) “Microsoft Easy Fulfillment” (MEF) product misuse. This form of license misuse occurs when a “Microsoft Easy Fulfillment” (MEF) product is diverted into normal commercial channels of distribution. The MEF product may be distributed only to end users who have a Select or Open (MOLP) license and who order the product in accordance with their license terms. The MEF product has a sticker on the jewel case identifying the product as “Microsoft Easy Fulfillment.”

(5) Volume Licensing misuse. Volume Licensing enables organizations to acquire the rights to copy and use specific Microsoft software products with agreements tailored to the number of products needed at the particular organization. These volume programs offer a broad range of products and licensing options and reduce administrative overhead and software management costs. Microsoft offers two types of volume license:

a. Select provides savings for medium and large organizations with significant volume requirements through forecasting software needs over a two-year period.

b. Open provides savings for small and medium organizations for licenses of as few as 20 units of a particular software product, with a simple ordering process.

Misuse under volume licensing occurs when an organization copies software purchased through the volume program on more computers than specified in their license agreement. Other violations occur when an organization allows concurrent use of software products (which currently is offered only as an option under the Select and Open programs) without the purchase of the option that allows for this concurrent use.

User licenses show users rights to use pieces of software. The user license always shows the Product ID number for all authorized software and it must be entered at installation of the software.

5.4
Security Policies

5.4.1
The Data Protection Legislation

We all appear in numerous databases: banks, insurance companies, educational institutions, employers and governments all hold files full of personal information which include health, criminal, church and bill-paying histories and other Sensitive Personal Information- (date of birth, marital status, income, credit etc). The information, when in the wrong hands can be damaging or dangerous. Therefore, handling such information demands sensitivity and respect. 

The DPL ensures that personal information is in the right hands because of society’s insatiable appetite for personal information. DPL comes as a redress to such questions as “Should an authority which is interested only in, say your driving license, also have access to your medical history?. It also redresses situations where incorrect information is fed into the computer and has been affecting decisions made about you?”

The DPL entitles everyone to request in writing any personal information pertaining to him or her, which is contained in a computerized database. 

Anyone who controls such data is responsible for:

· Obtaining and using such information in a fair way.

· Maintaining the information only for specific lawful purposes,

· Ensuring no disclosure of information for illegal purposes,

· Ensuring security measures for the safe disposal of the information,

· Keeping the data accurate and up-to-date.

· Ensuring that data is not kept longer than necessary.

5.5
Security Management Roles (CISSP, Users, Technical Staff, Management)
Learning Activity 11
Visit the Wikipedia website: http://en.wikipedia.org/wiki/Certified_Information_Systems_Security_Professional
1. Read the introduction about Certified Information Systems Security Professional

2. Read the brief history on CISSP

3. Read and list the ten common body of knowledge domains within CISSP

Summary of Topic

In this topic the focus of discussion has been on security issues associated with computers and computer networks. You have covered issues on Confidentiality and Privacy, Computer Viruses and Anti-virus measures, software piracy, Security Policies and Security Management Roles. You can now go to the final topic of this course which will emphasise on the current topics in computer sciences. 
Further Reading Materials

· Kizza, J.M. (2005). Computer Network Security. Springer Sciences and Business media, Inc, New York,  USA
· Stallings, W. (2005).Cryptography and Network Security: Principles and Practices, 4th Edition, Prentice-Hall, Inc. Upper Saddle River, NJ, USA
Useful Links

http://www.slideshare.net/search/slideshow?searchfrom=header&q=Network+security
http://en.wikipedia.org/wiki/Certified_Information_Systems_Security_Professional

Topic 6.  Current Topics in Computer Science and Information Communication   

                Technology
Learning Objectives

By the end of this topic you should be able to:

· Discuss the current developments in computing science and Information communication technology.

· Describe innovate ways to employ Information and communication technologies to increase the efficiency, productivity and sustainability of agriculture in African situations.
Key Terms: Social Networking, Wi-Fi (802.11b), IDMA, Virtual Network Computing, ICT in Agriculture,
Introduction

With all the advancements so far made in the areas of computing, a lot more challenges still remains to be solved.  In computer systems major conceptual challenges remain in controlling, load-balancing and programming large parallel systems, whether they be multicore devices on a chip or highly distributed systems. This topic provides an overview to the current issues in computer science and ICT. The goal is to introduce you to the frontier of computer science and Information communication technology research. The following are among some of the current developments in computing and Information communication technology. 
Social Networking
Social networking is the way the 21st century communicates today. A social networking service is an online service, platform, or site that focuses on building and reflecting of social networks or social relations among people, who, for example, share interests and/or activities. A social network service essentially consists of a representation of each user (often a profile), his/her social links, and a variety of additional services. Most social network services are web based and provide means for users to interact over the Internet, such as e-mail and instant messaging.

Facebook and Twitter are these days the most popular social networking sites that are used by millions if not billions of people around the world to communicate. But there are also other social networking sites available that are used by many people of which Linkedln, Myspace, Ning, Google Plus+, Tagged, hi5 and Meetup are good examples.
Nanotechnology

Wi-Fi (802.11b)

 A Wi-Fi refers to the current industry standard for wireless LANs (Local Area Networks), which provide users high-speed mobile Internet access without plugging in with cords or cables. Wi-Fi is based on the 802.11b platform, developed and supported by the Institute of Electrical and Electronics Engineers (IEEE). Wi-Fi networks consist of access points that generate transmissions of a specific radio frequency designated for such use. The signals can be picked up by specially enabled notebook computers (through either built-in or added-on network components); enabling users to enjoy Internet connectivity at up to 50 times faster than a standard dial-up modem. Major computer manufacturers, including Dell, IBM and Compaq, offer notebook computers with built-in Wi-Fi capability, and any standard notebook computer can easily become Wi-Fi-enabled by simply plugging in an appropriate Wi-Fi network card (also known as a PCMCIA card).
IDMA - Future of Wireless Technology

Direct-sequence code-division multiple access (DS-CDMA) has been adopted in second and third-generation cellular mobile standards. Users are separated in CDMA system by use of different signatures for each user. In CDMA system, many users share the transmission media so that signals from different users are superimposed causing interference. This report outlines a multiple access scheme in which interleaving is the only means of user separation. It is a special form of CDMA; it inherits many advantages of CDMA such as dynamic channel sharing, mitigation of cross cell reference, asynchronous transmission, ease of cell planning and robustness against fading. Also a low cost interference cancellation technique is available for systems with large number of users in multipath channels. The normalized cost (per user) of this algorithm is independent of the number of users. Furthermore, such low complexity and high performance attributes can be maintained in a multipath environment. The detection algorithm for IDMA requires less complexity than that of CDMA. The performance is surprisingly good despite its simplicity.
Virtual Network Computing

Have you ever found yourself away from home, wishing you had your desktop machine with you? Have you ever wished you could show someone, remotely, how to do something instead of talking them through it over the phone? These things and much more can be done with a nifty little freeware utility called Virtual Network Computing, or VNC.  What VNC does is this: it enables a remote user (who knows the password) to take control of your machine via the internet. They can view files, run programs, delete stuff, etc. -- in other words, they can use your computer exactly as if they were sitting in front of it, although a bit slower. This might sound a little frightening, and it is, except that you have a good deal of control over the situation. You set the password, you can kick them out if they abuse it, and you have to be online already & have VNC Server running for anyone to access your machine. In reality, you’ll usually be setting up sessions specifically, or acting as the remote user yourself.

Virtual network computing (V.N.C) is a process of controlling a computer by sitting kilometres away through internet. Here we can control a server computer, which is situated kilometres away by sitting in front of a viewer computer. An image of the desktop of the server is brought to our computer and making events in viewer computer we can any work in the server computer. Here internet is used as the communication between the server and the viewer’s computer.

ICT in Agriculture

ICT in agriculture is an emerging field focusing on the enhancement of agricultural and rural development in Africa. It involves application of innovative ways to use Information & Communication Technologies (ICT) in the rural domain. The advancements in ICT can be utilized for providing accurate, timely, relevant information and services to the farmers, thereby facilitating an environment for more remunerative agriculture. Given the development scenario in Agriculture, ICT movement is still evolving.
ICT can make a significant contribution in increasing the efficiency, productivity and sustainability of small-scale farms. Farming involves risks and uncertainties, with farmers facing many threats from poor soils, drought, erosion and pests. Key improvements stem from information about pest and disease control, especially early warning systems, new varieties, new ways to optimize production and regulations for quality control.

Farmers’ livelihood is substantially improved by being aware of up-to-date market information on prices for commodities, inputs and consumer trends and this will have a dramatic impact on their negotiating position. Such information is instrumental in making decisions about future crops and commodities and about the best time and place to sell and buy goods.
A role is also played by ICT in making processes more efficient and transparent. It helps in making laws and land titles more accessible. Global Positioning Systems (GPS) linked to Geographical Information Systems (GIS), digital cameras and internet, help rural communities to document and communicate their situation.
Summary of Topic

In this topic you have been exposed into some of the current issues in computing sciences and information communication technology. The issues that you have been briefed include Social Networking, Wi-Fi (802.11b), IDMA, Virtual Network Computing, and ICT in Agriculture.
Learning Activity 12
Use the internet to read in depth about the highlighted emerging issues in computer science and ICT. There are others that have not been covered therefore you should aim to stay current in terms of the trends.

Further Reading Materials and Useful Links

http://www.fao.org/docs/eims/upload/258775/Workshop_Summary_final.pdf
http://www.iicd.org/files/ICT%20and%20agricultural%20livelihoods.pdf
http://www.ebizmba.com/articles/social-networking-websites
http://mashable.com/follow/topics/social-networking/[image: image1.png]
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